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Pre Audit Checklist

· IT Co-ordinator (circle) GP / PM / IT Support / Other ___________________
· Anti-virus definitions current

(
Broadband
· Back-up process meets GPCG 
(
Disaster management plan
· UPS






(
Recall/Reminder system
· Regular IT Maintenance



( Electronic or paper (circle)  
· IT Policy & Procedure manual
· EMR quality data

( Patient record clean-up 
( Recording diagnoses  ( Allergies/sensitivities    (  Current medications

( Clinical record archiving
Computer security

· Practice IT security coordinator’s role description written (for GP, staff member or practice manager)

_________________________________________________________

_________________________________________________________

· Practice IT security coordinator appointed

_________________________________________________________

_________________________________________________________

· IT security training for coordinator provided

_________________________________________________________

_________________________________________________________

In our practice, the staff member responsible for coordinating IT security is ______________________
· IT Security Coordinator/other practice staff member to document (and revise ) security policies and procedures
_________________________________________________________

_________________________________________________________

· IT security policies and procedures documentation last reviewed ___/___/____

_________________________________________________________

_________________________________________________________

· Staff trained in IT security policies and procedures 
_________________________________________________________

_________________________________________________________

Access control

· Staff policy developed on levels of electronic access to data and systems

Practice procedure

The positions of staff that are authorised to access patient health information include:

	Position of staff member
	Name of Software
	Level of Access

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Data security

· Staff have created personal passwords to access appropriate level (use 8 or more characters mixed letters and numbers)
_________________________________________________________

_________________________________________________________

· Passwords are kept secure 

_________________________________________________________

_________________________________________________________

· Passwords are changed periodically (set up automatic password change prompt) 

_________________________________________________________

_________________________________________________________

· Screensavers or other automated privacy protection devices are enabled
_________________________________________________________

_________________________________________________________

· Practice aware of need to maintain appropriate confidentiality of information on computer screens
_________________________________________________________

_________________________________________________________

Disaster recovery plan

· Disaster recovery plan developed
_________________________________________________________

_________________________________________________________

· Disaster recovery plan last tested

___/___/____
_________________________________________________________

_________________________________________________________

· Disaster recovery plan last updated

___/___/____
_________________________________________________________

_________________________________________________________

Have a down time box with every thing you need to operate the Clinic when the computer system is down. 

(
Patient History Sheets

(
Prescription Pad/ Authority Prescription Pad
(
Medicare Voucher (DB2)

(
Manual Credit Card Swiper
(
Manual Medicare Card Swiper
(
Medical Certificate Pad

(
Letterhead paper


(
Manual Referral Pads
(         Manual Receipt book

(         Veterans Affairs Vouchers

(         Message Pad


(         Copy of Disaster Recovery Plan

(         Hard copy of Address Book
(         List of fees
(         Tech support contact details
(
Spare plug in phone not electric 

(to be used in a power failure)
_________________________________________________________

_________________________________________________________

_________________________________________________________

Recall Reminder System Tool
· Does the Practice have a paper or electronic Recall and Reminder system?

· Is this process is adhered to by staff?

· Is this something that the Practice would like to develop?

________________________________________________________

_________________________________________________________

Data Quality/Accurate Medical Records
· Majority of active patient records contain clinical data on allergies/sensitivities.
· Consistent recording in patient histories  (choose from pick-list)
( Diagnosis when prescribing ( Reason for Contact  ( New History Item  
(  Current medications
· Is this something that the Practice would like to develop?

· Smoking status recorded.

· Medication lists are they accurate and up-to-date?

· Recall lists are consistent.

· Address book up-to-date, i.e. no duplicates.

· Patients are marked deceased in a timely manner.

· Inactive patients are archived.

_________________________________________________________

_________________________________________________________

Post Audit Checklist 

· Anti-virus software current

(
Broadband
· Back-up process meets RACGP 
(
Disaster management plan
· UPS






(
Recall/Reminder system
· Regular IT Maintenance



( Electronic or paper (circle)  
· IT Policy & Procedure manual
(
EMR data quality improved







Adapted from AGPAL Information Security Policy document. 
Information taken from ‘Managing your IT systems – Ten important Commandments’ by Dr Nathan Pinskier
Ref:  x:\it\electronic data management\edm projects\get interconnected project\imit quality improvement tool barb.doc
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