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Work Healthier.

Work Better. Work Smarter.





EXAMPLE PRACTICE RISK MANAGEMENT STRATEGY

Policy Declaration

This policy provides a framework for risk management including guidance regarding risk identification, analysis, evaluation, and treatment.

Scope

This policy applies to all staff including GPs, Practice Nurses, Managers and Admin Staff and any temporary/training staff.

Definition

Risk Management: the culture, processes and structures that are directed toward realizing potential opportunities while managing adverse effects.

Part 1 
Introduction



General information:

Risk management is a process of thinking systematically about all possible risks, problems or disasters before they happen and setting up procedures that will avoid the risk, or minimize its impact.  It is basically setting up a process where you can identify the risk and set up a strategy to control or deal with it.


It is also about making a realistic evaluation of the true level of risk.  

Part of the quality improvement process is having a consistent clinical risk management system so that the causes of errors, slips, lapses and mistakes are identified and process improved to decrease the likelihood of them occurring again.

Clincial Risk Management (CRM) is concerned with the detection, monitoring, prevention and early management of adverse events.

Risk management is everyone’s responsibility and therefore this document will 


Be a useful reference for all staff within a practice.
2
Responsibilities and accountability


Practice Principle/Practice owners:


Practice owners/Principle are ultimately responsible for the management of risk 


within the Practice and ensuring that a risk management program is in place.


Practice Manager:


Is responsible for the development, monitoring and evaluation of the risk


Management policy.  An internal audit will usually be completed by the Practice


Manager advising the practice on effective risk management and reviewing 


compliance in accordance with the practice policies and procedures and adherence 


To the and the effectiveness of the risk management strategies.


Staff

Effective risk management depends on the commitment and cooperation of all staff.  All staff members have a significant role in the management of risk, particularly within their own areas of control.  As such, all staff members are responsible and have accountability for adherence to the principles outlined within this policy.

Are responsible for adhering to the risk management policy


Trainee staff including interns


Are responsible for adhering to the risk management policy
3
Risk management procedure


The Risk management process involves a number of key steps including:

1. Establishing the context


To be able to recognize a risk it is important to know what is at risk.  Therefore, to                                       

ensure that you are able to identify all risks you need to take into account your own 


objectives and capabilities.

· Consider what laws, regulations, rules or standards apply to your organization.

· What are you currently doing for risk management either formally or informally?

· Have you established some criteria for your organization that defines what level of

· Risk is acceptable?

· When you have answered these questions record what you have found as a guide to your way forward.
2. Identifying risks


Identifying risks requires a broad approach.  It needs to be inclusive and should 


Involve management, staff, members, volunteers and other stakeholders.  It also 

Requires an open environment and often the best way to get things rolling is by providing an opportunity for everyone to input ideas and this can be through a brainstorming workshop.  Remember there is no right or wrong risks, they should all be identified.

The aim is to generate a comprehensive list of sources of risks and events that may have an impact on the achievement of each of the objectives identified in the context.  These are then considered in more detail what can happen. 

Approaches used to identify risks include checklists, judgements based on experience and records, flowcharts, brainstorming, systems analysis, scenario analysis and systems engineering techniques.  The approach used will depend on the nature of the activities under review, types of risk, the organizational context, and the purpose of the risk management strategy.  
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3. 3a
Analysing the risks

All of this involves quite a lot of estimation.  Risk analysis involves consideration of the source of the risk, the positive and negative consequences, and the likelihood that those consequences may occur.  Factors that affect consequences and their likelihood in the context of existing controls.

Likelihood and consequence concepts should be applied to all risks identified at stage one of the risk management process so that lower level risk can be excluded from further detailed risk considerations.  Although low and moderate level risks may not be subject to further risk management processes, it is important that they are documented and added to the risk profile to demonstrate the completeness of the risk analysis.

3b
Risk likelihood ratings 

Some events happen once in a lifetime; others can happen almost every day.  Analysing risks requires an assessment of their likelihood of happening.  

3c
Descriptions and likelihood of occurrence

	DESCRIPTION
	LIKELIHOOD OF OCCURRENCE

	Rare
	Event may only occur in exceptional and unlikely circumstances

	Unlikely
	The event may occur at some time, but unlikely

	Moderate
	The event should occur at some time

	Likely
	The event will probably occur in most circumstances

	Almost certain
	The event is expected to occur in most circumstance


3d
Risk consequence ratings

Consequences can be described in several ways.  To ensure all dimensions are considered, the consequences of a risk should be rated in terms of:

· Business interruption

· Environmental damage

· Financial cost

· Human impact, and

· Damage to reputation and image
4. Identification and assessment of controls

Formal controls are likely to be in place already for many risk exposures.  The degree and effectiveness of existing controls over risks needs to be considered to allow a definitive risk ranking process.  These controls need to be identified clearly and their effectiveness assessed. Major risks that are not subject to effective controls may cause catastrophic consequences.  Some controls are informal and their effectiveness may be anecdotal, so there is an important need to establish where the control process is adequate, and the extent to which it is followed

To assess control practices in place, the following questions apply:

Are all appropriate controls present?

Does the control address the risk effectively/

Is the control officially documented and communicated?

Is the control in operation and applied consistently?

Is the control reviewed by anyone independent of the person performing the control procedure?

5. Evaluating risks

By working in a collaborative manner your organization can then review the output of your analysis and objectively assess the risks in turn.

This step involves determining whether the level of risk is acceptable or unacceptable.  Risk evaluation involves comparing the level of risk found during the analysis process, with risk criteria established when the context was considered.

The nest step involves determining what action is appropriate to treat each risk.

5a
Treating risks: 

Treating risks involves making a decision about what will be done with the identified risks.  Treatment should be appropriate to the level of the identified risk and generally any cost of treatment commensurate with the potential benefits.

Options include:

5b
Accepting the risk

If the risk is minor or the cost to avoid beyond your capacity to pay you may need to consider accepting the risk if it is core to your very existence.  Be mindful of the consequences and do not just ignore them in the hope that they will never happen.

5c
Avoiding the risk

Decide whether or not to proceed with any unacceptable risk or choose an alternative with acceptable risks that still meets your aims.

5d
Reducing the risk

Look at alternative solutions that reduce risk. Initially focus on “industrial” solutions such as improved lighting, safety barriers, resurfacing rather than those changes that require people to change their behavior.  Other solutions such as rules, policies or training can then be looked at to reduce the risk.  Other options such as protective equipment could also assist.

5e
Transferring the risk

Risk Transfer usually occurs through insurance.  Other alternatives such as contracts, use of sub contractors, leases, personnel contracts, disclaimers and warning signs may be used to transfer risk

6. Monitoring and Review

Ongoing review is essential to ensure that the management plan remains relevant.

Monitoring and review also involves learning lessons from the risk management process, by reviewing events, the treatment plans and their outcomes.

The final step in the risk management is monitoring and review.  It is recommended that you establish a regime of both monitoring (continual assessment of what has been implemented) and review (a periodic assessment of the effectiveness and environment).  By having a process in place you will be better able to protect your organization from uncertainty.
Appendix 1

Medical Example

Name:

Insurance Member number:

Speciality:


General Practitioner

What type of activity did you participate in?

Adverse event analysis (led and managed the practice team involved in the activity)

When did the activity take place?

March 2010 –May 2010

What patient risk(s)/outcome did the activity relate to?

Failure to follow-up/act upon test result.  Two instances where patients had not been informed of abnormal results until they returned for an unrelated consultation some months later.

What contributory factors did you identify?

· Abnormal results were filed by the relieving GP while I was on leave as they expected I would review them on return (counter to the practice policy)

· Patients are routinely advised that they will be contacted by the practice if results are abnormal

· No reconciliation system for test results/requests
What changes have you implemented to mitigate the risk?

· Reviewed GP orientation process/content to ensure all relieving GPs are made aware of the practice policy in relation to test results 

· Our clinical software provider was invited to our practice to show us how we can make better use of the test order/recall functions

· Organised a series of computer training sessions for all staff 

· Instigated a central recording of test requests and review/action of test results (as a back-up in cases of ‘individual GP failures’) and running of automatic weekly reports on outstanding test results

· All GPs review the outstanding test results report provided to them each week and select an appropriate course of action

· Practice manager now conducts a quarterly audit of the test receipting and reconciliation system

· All GPs are encouraged to document the advice given to patients re: the follow up of test results in their notes
Have you been able to measure the impact of these improvements on the identified risk(s)? If yes, what were your results?

· New system for recording test requests easy to use

· Outstanding test result reports generated each week for each GP –patients remained ‘flagged’ until test result received 

· First audit revealed 80% of tests results received had been appropriately ‘actioned’ in the electronic patient record. Currently reviewing reasons for non-action of remaining 20%
Relevant documents (please attach)

Signature

Date
APPENDIX 2

RISK TREATMENT PLAN EXAMPLE

	Function/Activity:

	Risk:
	Ref:

	Summary: Recommended response and impact



	Action plan

1. Proposed actions



	2. Resource requirement



	3. Responsibility



	4. Timing



	5. Reporting and monitoring required



	Compiled by:
	Date:       
	Reviewed by:
	Date:


Source: Risk Management Guidelines –Companion to AS/NZS 4360:2004
Appendix 3 -RISK REGISTER

	Function/Activity:
	
	Compiled by:
	
	Date:
	

	Date of risk review:
	
	Reviewed by:
	
	Date:
	


	Reference
	The risk: what can happen and how it can happen
	The consequences of an event happening
	Adequacy of existing controls
	Consequence rating
	Likelihood rating
	Level of risk
	Risk priority
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Example only

Source: Risk Management Guidelines –Companion to AS/NZS 4360:2004
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